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Abstract

We imagine the future with ubiquitous software agents, intelligently
assisting people in their daily lives. We think that very important property of these agents is their ability to autonomously move from one device
to another (mobility). Mobile agents proved many advantages but the
major obstacle to their widespread adoption are problems related to their
security. Thus continuous work on improving security of the agents must
be conducted. This is where we concentrated our research effort. As the
result we can propose an architecture supporting anonymity of agent owners. In this paper we concentrate on its core module – the infrastructure
of untraceability protocol, which we implemented as a JADE add-on and
shared with JADE community.
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Introduction

We envisage the future with ambient intelligence implemented by ubiquitous
software agents, working on behalf of people, assisting them in their daily lives.
The notions of intelligent, adaptive and learning, reasoning, autonomous, proactive, social etc. agents so far have been reserved for describing humans [1, 2].
One of these characteristics is autonomous mobility – the agents’ ability to autonomously change their location in a network. Mobile agents (MA) can be
delegated to various destinations, and there is no longer a need for a fixed connection after their arrival. Mobile agents work straight at local machines, using
their resources. The MA paradigm presents many other advantages (bandwidth
conservation, latency reduction, etc [3, 4, 5]) and thus it gained high popularity
in the second half of the nineties. Unfortunately, when the first difficulties were
discovered, related to agents’ mobile nature (when moving, agents are fully dependant on the containers at which they arrive), the interest in the area started
to fade away. The primary obstacle is the problem of MA security [6, 7]. To
open a way to wide development of useful and innovative solutions based on
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MA, the security issues must be resolved and adequate security solutions must
be provided [7]. This is the motivation of our work, dedicated to protection of
MA.
In the progress of this research, we discovered that Mobile Agent Systems
(MAS) have some characteristics which may facilitate protection of users’ privacy [8]. Based on the observation we proposed a security protocol aiming at
anonymity (precisely – untraceability) of agent users [9, 8]. We evaluated its performance [10] and performed security studies [8, 11]. We implemented the protocol [12] as an open source package (the package is available at {http://jade.
tilab.com/community-3rdpartysw.htm#Untraceability}) and deployed it in
an e-Health anonymous counselling scenario [13].
In this paper we present an architecture aiming at protecting anonymity of
agents’ owners. It core part is formed by our untraceability protocol.

1.1

Anonymity in MAS

Anonymity is the property of users enabling them to use resources or services
(the items of interest) without disclosing their identity [14].
Anonymity plays a crucial role in many activities conducted in the Internet.
For example users may be reluctant to engage in web-browsing, message-sending
and file-sharing, unless they receive guarantees that their anonymity will be
protected to some reasonable degree [15]. [16] describe four categories of internet
applications where anonymity is required1 : discussion of sensitive and personal
issues, information searches, freedom of speech in intolerant environments and
polling/surveying.
There are two ways to disclose identity of a mobile agent’s owner (see Figure
1): through reading the agent’s data or through traffic analysis (TA).
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Figure 1: Attacks against anonymity of mobile agents.
In regard to agent’s data, the data of the agent (describing the agent) and
the data held by agent, should be distinguished, because they differ significantly
in ways of their protection.
The data of the agent are: the agent’s execution code, its state, and operational data. Operational data are the data required for basic performance of
1 It

is important to note that the authors don’t claim this set to be exhaustive.
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mobile agent and they are at the agent’s full disposition through its whole (or
the major part of) lifecycle. An example of such data is the address of base
station (or base – the container from which the agent started its migration)
needed by the agent while returning to the base station. Since the operational
data must be of high availability of the agent, they are practically continuously
exposed: they can not be protected using any direct encryption schema.
The data held by an agent are the data necessary to realise its concrete task.
These data have to be accessible at the agent’s destination. If the agent carries
data which identify the agent’s owner (e.g. the unique identifier of the owner or
its indicative description), the owner’s identity can be easily disclosed. To obscure the data of this type it is sufficient to encrypt them with the destination’s
public key.
The data targets of an attacker aiming at anonymity of the agent’s owner
(anonymity attacker) are the address data, and the data held by the agent.
We assume that all agents are based on the same code and that they can
be represented by the same state machine. In other words, neither the code
nor the state are characteristic for a particular agent. If this assumption is not
satisfied, it opens a way to traffic analysis attacks, which we described in [11].
Traffic analysis (TA), is a process of intercepting and examining agents in order
to deduce information from their patterns of communication.
Reading the agent’s address data or performing TA are the activities of tracing the agent. They may lead an attacker to infer the identity of the agent’s
owner. The state of protection against this type of inference is called untraceability [17].

1.2

Solutions for Untraceability

Most solutions to message untraceability are founded on the idea of mix introduced by Chaum in 1981 [18]. Mix is a proxy, located between message
sender and receiver to obfuscate their addresses using cryptographic methods
[18]. Chaum considered application of one multiple mixes (so called cascades).
Since mixes can form different constellations, such as networks of cascades,
multiple-duplicated cascades, tree structures, networks with restricted choice
of patches and others [19] and they can offer different functionalities, many
different solutions have been proposed. Examples include: Non Disclosure
Method (NDM) [20], BABEL [16], Onion Routing [21], Crowds [22], raw remailers, Cypherpunks (Type I remailers), Mixmasters (Type II remailers) and
others [23]. These solutions differ in complexity and provide varying levels of
protection.
Another stream of research is related to Chaum’s DC (Dining Cryptographers) network [24]. However, due to the complexity of proposed solutions it
still remains in the experimental phase [25, 26]. Involvement of all partners
in transmission of every message (by forecasting and receiving packets to/from
the others) and the need to share some secret information between the partners
make the proposed protocols very resource consuming.
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The untraceability solutions dedicated to message based communication can
not be directly applied to MAS because they do not respect agents’ autonomy.
The route has to be determined before launching an agent and the spontaneous
route selection during migration is severely restricted, so the advantages agents
which are very useful in some applications (targeting dynamic deployment, load
balancing etc) can not be exploited [3]. As far as we know very few solutions for
MAS untraceability have been proposed so far [27, 28]. They are based on the
conception of onion routing [21]. In [9, 8] we have proposed an untraceability
protocol which does not impose such limitations.
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Anonymity Architecture

As it was already stated in Section 1.1, anonymity of the agent’s owner can
be compromised in two ways: by reading the data held by the agent and by
tracing the agent. The proposed architecture aims at preventing agents from
being followed without imposing additional constraints on the agents’ autonomy
.
This objective is formulated in terms of two subobjectives:
1. The architecture should allow agent owners to hide (make unreadable
to unauthorised parties) the address of the agent’s base station. This
obfuscation should not constrain autonomy of the agent in planning and
following its route. Despite the obfuscation the agent should be able to
come back to the base station.
2. The architecture should facilitate protection of agents from traffic analysis
attacks performed by various types of attackers.

2.1

Model of Adversary

The following types of attackers are considered:
Internal / external – the adversary can compromise communication media
(external ) and/or mix nodes, recipients and senders (internal ) [29].
Omnipresent / k-listening – the adversary may succeed in attacking all nodes
(omnipresent), or k of them (k-listening [30]). In particular only one node
may be compromised single adversary [31].
Active / passive – an active adversary can arbitrarily modify the computations and messages (by adding and deleting) whereas a passive adversary
can only listen [29].
Static / adaptive – static adversaries choose the resources they compromise
before the protocol starts and are not able to change them once the protocol has started. Adaptive adversaries are allowed to change the resources
they control while the protocol is being executed [29, 32]. They can, for
example, ‘follow’ messages [29].
4

Hybrid – hybrids and alliances of attackers may occur, such as external-active
or colluding internal and external. Syverson et al [31], for example, distinguish between multiple adversary and roving adversary, which are subsequently: k-listening static and k-listening adaptive adversary.

2.2

Network Model

The architecture is dedicated for any agent platform complying to the FIPA
specification [33]. In this environment, due to its complexity, various attack
scenarios aiming at compromising anonymity of agent owners can be imagined.
In particular the attacks which target message communication between platform
users. The architecture focuses on aspects of agent mobility (migration among
containers) and aims at protects against following the agent. The question of
tracking agents through observing messages sent by and to them (for instance
during communication with other agents, service queries and requests etc) are
not considered. To ensure message untraceability one of the methods mentioned
in Section 1.1 could be applied.
We assume that in normal situation (when neither the whole platform nor
its part are being compromised) the following conditions are satisfied:
A.1. Third parties (other agents, users) are not informed about the presence
of other agents if the latter do not want to do so. It is impossible to
introduce any agents aiming at observing and following other agents.
A.2. Each container is well isolated, so it is impossible to learn its state from
outside.
A.3. Each container participating in untraceable migration owns an individual
symmetric key.
A.4. Each container is able to provide an agent with the identifier of the previous container visited by the agent. The identifier is destroyed after the
agent leaves out.
A.5. This identifier is available to the agent.

2.3

The Architecture

The anonymity architecture is composed of two modules (see Figure 2): Module
I: Untraceability Protocol Infrastructure and Module II: Additional Anti TrafficAnalysis Support.
The Untraceability Protocol Infrastructure module is responsible for obfuscating the address of agent base. It forms a core of the anonymity architecture,
which is embraced by the elements of the second module. This core module
implements the untraceability protocol described in the next section.
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Figure 2: The anonymity architecture.
The Additional Anti Traffic-Analysis Support module aims at protecting
agents from TA attacks. The module components can be the methods of protection against TA, which we proposed in [11]. The selection of a particular components is delegated to agent platform administrators or designers who should
take into account that each component (dummy traffic, redundant migration of
agents etc) introduces some additional overhead to the platform [11].

2.4

Protocol Description

In common scenarios, an agent covers its route and come back to its base. To
provide for this, the identifier of the base is explicitly stored in agent’s state.
The proposed protocol aims at obscuring this identifier.
In brief, the idea of the protocol is that at each visited container an agent
asks the container to encrypt the identifier of the previous container using the
current container’s secret key. Then the encrypted identifier is put into the
LIFO queue stored in the agent’s data (see Figure 3). After achieving its goal,
when the agent wishes to come back to its base container, it uses the queue
to find its way back. Down the route back, the identifiers are subsequently
decrypted by the containers using their secret keys. More information about
the protocol can be found in [9, 8, 13, 10, 11].

2.5

Protocol Implementation: Untraceability Protocol Infrastructure

The infrastructure implementing our untraceability protocol is composed of the
following elements (see Figure 4):
1. An extension to the agent platform providing untraceability service.
2. A set of untraceability-oriented agent behaviours.
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Figure 3: Untraceability Protocol: When the agent migrates, on each subsequent
container the identifier of previous container is encrypted and stored into the
agent’s data. This list of encrypted identifiers will allow the agent to come back
to the base container.
3. A template of an untraceable agent.
We defined basic behaviours2 and a template of untraceable agent which
allow to realise full scenario of untraceable migration which most commonly
incorporates the following steps:
1. The agent determines which containers are available in the agent platform
and based on this it determines the route which it will cover.
2. The agent leaves the base container and follows subsequent containers on
the route up to the destination.
3. The agent realises its task at the destination.
4. The agent returns to the base container.
CreateRouteToAgentBehaviour and CreateRouteToDestinationBehaviour – are behaviours of creating a migration path to a predestined container or to another
2 Just to remind – an agent’s behaviour is a set of actions performed in order to achieve
the goal. It represents a task that an agent can perform [34].
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Figure 4: The anonymity architecture.
agent. GetAvailableLocationsBehaviour – is a behaviour of finding which containers are available. And finally the behaviours GoAheadBehaviour and ComeBackBehaviour allow the agent to migrate untraceably towards and from the
destination.
The agent platform extension is designed as a plug-in (add-on) for agent
platform containers. This form of implementation gives freedom in choosing
which containers should provide the untraceability function (Figure 4). When
agent arrives at a container, it can check whether the service is available and
if so, then the agent may take advantage of it. The agent calls the service and
provides as an input the identifier of the container which it has chosen as a
next on its route. Based on this, the plug-in compiles the identifier into a string
of the three identifiers: the previous–, the current– and the next– container.
Then it computes a MD5 message digest of the string, and accompanies with
a generated nonce and the identifier of the previous container. Finally it is
all encrypted using AES algorithm and returned to the agent - the details can
be found in [8, 9]. To provide this functionality each installed plug-in has to
maintain an unique secret key for the AES algorithm.
The protocol has been implemented o as a service add-on for JADE [12]. The
process of developing untraceable agents involves employing the UntraceableAgent class combined with the predetermined migration behaviours – the GoAheadBehaviour and ComeBackBehaviour – available in the behaviours subpackage). It is important to have the agent route stored in the myUnprotectedRoute
field of the agent’s class. To obtain the route the CreateRouteToAgentBehaviour
or CreateRouteToDestinationBehaviour may be used. To allow the Untraceability
Service must be registered at each container participating in agent’s untraceable
migration.
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3

Case Study: Untraceable Agents in e-Health

To validate the proposed architecture we developed an e-Health counseling service which embraces all functionalities and activities necessary to provide a user
with a comprehensive medical, pharmaceutical, and dietetical knowledge related
to the user’s health problem. We have chosen e-Health application because here
user’s anonymity has high priority. The service itself belongs to the class of
knowledge based services and thus the anonymity solutions designed for it can
easily extended to other services belonging to this class. The service can be
exemplified by the following scenario:
John would like to obtain a comprehensive information about embarrassing symptoms
which he thinks are related to some disease. Since the subject is subtle, he would like to
obtain this information anonymously so nobody could trace the author of the question. He
would like to have the description of the disease given by different doctors, from different
medical environments. Moreover the knowledge should be supported by direct citations
from biomedical journals. He would like to be presented with adequate medicines and their
generics with an account of prices. He wants this information to be accompanied with
some diets helping with faster removal of the symptoms. With food products and their
prices and delivery information. John accesses the anonymous e-Health counseling service
using his PC; and he is asked for a description of the symptoms. He fills up the form and
is informed that soon, depending on availability of health professionals, he will receive the
information. System informs that he will be notified about availability of the results by
the message sent to his mobile phone.

In the implementation all users (both the service users and providers) are
represented by their Virtual Egos which exist permanently in the agent platform.
The Virtual Egos of patients are implemented based on our UntraceableAgent
template (as classes extending the UntraceableAgent class, see 2.5). Users contact them by Support Agents. The Support Agents can be activated from any
agent enabled architecture (currently a PC, but since lightweight JADE platform – JADE Leap – is available, in the future this might be done from a mobile
phone, a hand-held device etc). Patients describe their cases and the descriptions are passed to the untraceable Virtual Egos which arrived at the users’
devices. Then the Virtual Egos untraceably migrate to containers of doctors,
taking advantage of untraceability-oriented behaviours. There they present the
health problem descriptions to the doctors’ Virtual Egos. The doctors give their
counsels, and the patients’ Virtual Egos move further to contact Knowledge
Agents in order to accompany the advices with domain-specific information (dietetic and pharmaceutical). After completing the data, the Virtual Egos return
to the patients’ containers to present the full counsel. The Figure 5 illustrates
this schema. On all containers likely to be visited by patients’ Virtual Egos, the
Untraceability add-on is activated.
The case study demonstrated the applicability of the proposed architecture
and experimentally confirmed the theoretical result [10] that for a route of the
length n leading to a destination, an untraceable agent must cover the route of
the length 2n. We could also track some discrepancies between the theoretical
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Figure 5: The implemented e-Health counseling service based on the Untraceability Protocol Infrastructure. The patient presents the description of his/her
health problem and the untraceable Virtual Ego migrates through subsequent
agent containers in order to gather the relevant knowledge.
specification of the protocol and its actual realization in the real environment.
More details can be found in [13].
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Summary

We proposed an anonymity architecture for mobile agent systems. The architecture is composed of two modules, one responsible for obscuring agents’ base
addresses and the second, protecting agents from traffic analysis. The first – the
Untraceability Protocol Infrastructure – the core module of the architecture, implements specification of our untraceability protocol. Security and performance
analysis of this protocol was presented elsewhere [8, 11, 10].
The infrastructure consists of three components: an extension to agent platform providing untraceability service, a set of untraceability-oriented agent behaviours and a template of an untraceable agent. In this form the infrastructure
has been implemented and published [12]. It has been also successfully applied
to an eHealth case study. The case study demonstrated the applicability and
usefulness of the proposed architecture.
The architecture offers a solution for protecting mobile agents and we believe
that it is a can contribute to wider popularisation of mobile agents. Although we
have implemented the infrastructure for JADE, its design can be easily adapted
to other agent platforms.
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