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Abstract 
 

In the paper we present a new approach to the analysis of Fault Trees with 
a particular stress on the timing aspects. The proposed method assumes that 
a (conventional) Fault Tree is first formalised and then is subjected to various 
analyses which aim at discovering if, with the given time dependencies 
among events, the hazard is still reachable. The method is illustrated with 
respect to a common case study - a gas burner system. 
 

1. Introduction 
Conventional  Fault Tree Analysis (FTA) concentrates on discovering possible 
scenarios through which hazards can develop in the system as a chain of cause-
effect dependencies among events. The most common analysis performed with 
respect to a fault tree is based on calculations of the top event probability,  given the 
probabilities of the basic events in the tree.  One of the drawbacks of such analysis 
is that it does not cover timing relations between events which sometimes can play 
important role while deciding if a given combination of events can have a dangerous 
effect (e.g. the effect of opening the gas valve and generating a spark in a gas burner 
system clearly depends on timing of the two events, and can vary from ‘no effect’ to 
‘explosion’).  
 
In the paper we present an extension of the conventional FTA which provides for 
including time to the analysis process.  The fault tree semantics is introduced which 
represents the meaning of events of the tree in terms of time. Then two analytical 
approaches are proposed. In the first approach a fault tree is analysed top-down and 
the goal is to identify the enabling condition which represents timing dependencies 
between the events belonging to a given  minimal cut set. Then, if we can guarantee 
that this condition is continuously maintained False then we exclude the hazard 
occurrence as an effect of this particular cut set. This provides for identification of 
additional requirements for software, if some of the events of the cut set are under 
software control. In the second  approach, the tree is analysed bottom-up to find out 
if, given the time relations between the events in the tree, the top event (hazard) is 
possible in the logical sense. We use the Time Petri Net representation of the tree to 



support this kind of analysis. The use of the proposed techniques is illustrated in the 
paper by referring to a common case study (a gas burner system).     

2. The method of analysis 
The method of Time-based Fault Tree Analysis (TFTA) which is presented in this 
paper comprises the following steps: 

STEP 1: Fault Tree Analysis (conventional) 
This is the traditional system-level Fault Tree Analysis conducted by an expert in 
safety and in the application domain. The result of this step is a set of Fault Trees, 
each representing a possible hazardous event together with its scenario expressed in 
terms of the contributing events and their causal relationships. 

STEP 2: Fault Tree Formalisation 
The objective of this step is to define a  Fault Tree in a formal way. This removes 
ambiguities and provides for formal analysis of the tree.  The formalisation is based 
on the formal model given in [BCG90, Górski94]. The model provides for 
specification of  timing of the events in the tree. The formalisation  is a systematic 
task, consisting of a few steps as described in [GW95]. 

STEP 3: Minimal Cut Sets with Time Analysis 
This step consists of the minimal cut set analysis.  For each cut set, the time 
relations between the events belonging to the cut set are derived from the tree in the 
form of a formal expression. This time relation is expressed in the form of enabling 
condition for the cut set. If the enabling condition of each cut set of the tree is False, 
we can conclude that no cut set can contribute to the hazard occurrence. 
 
In case the enabling condition can become True, we should look for possible design 
changes which would guarantee that the condition is maintained False. In particular, 
if the enabling condition  refers to the  software dependent events then the hazard 
can be prevented if, throughout the system operation, software maintains the 
negation of the whole condition. This observation provides for derivation of 
additional  safety requirement to be fulfilled by software [GW96]. 

STEP 4: Time Petri Net Analysis 
The objective of this step is to perform time analysis of hazard reachability. The 
Fault Tree is transformed into Time Petri Net and then is analysed [GMW95] with 
respect to the reachability of the top event. This type of analysis serves two 
purposes: 

• is capable to discover some anomalies in time dependencies resulting from 
possible interference of events from different cut sets. In this case it strengthens 
the analysis performed in STEP 3. 



• is capable to cross-check the results of the analysis of STEP 3 and by this it 
increases the level of assurance of the whole approach. 

 
In the sequel, we present the subsequent steps of our approach in more detail. The 
presentation is given referring to a simple case study - the gas burner system. 

3. Gas burner system 
The example considered in this paper is a gas burner system presented on Fig. 1. Its 
mission is to supply heat to a technical process. The main component of the system 
is a burning chamber together with the associated gas supplying pipe and the 
ignition device. The valve on the gas supplying pipe and the ignition device are 
controlled by a computer. The computer receives external signals (e.g. from the 
system operator) to start and to stop the heating process. 
 

 

Fig. 1. The gas burner problem. 

 
During further analysis it is assumed that the increase of the gas concentration in the 
burning chamber is proportional to the time period during which the valve remains 
open (assuming that there is no ignition). If the valve closes, the gas concentration 
drops to zero immediately, due to ventilation. It is also assumed that the minimal 
concentration sufficient to gas explosion is known. The ignition device generates 
sparks in response to the command received from the controller. It is assumed that 
during normal operation of the system, gas is always available. The above 
assumptions are made to keep the case study simple enough to be tracable within the 
limits of this paper. 

4. Conventional Fault Tree Analysis 
A fault tree related to the gas burner example is shown in Fig.2. Fault Tree Analysis 
is a top-down method which starts with a hazard and then identifies its possible 
scenarios. In the gas burner system, the hazard is an event of dangerous 
concentration of gas (which may lead to explosion). Each event is represented as a 
block with the symbolic name and the textual explanation inside. The hazard of the 
system is represented by the top-event. In the tree in Fig.2.  the top event is caused 
by the events E1 and E2. Both E1 and E2 have to occur in order to cause the top 



event, which is represented by the AND gate, G1, in the tree. The gate symbols used 
in the Fault Tree are similar to the symbols used in electronics. G1 is an example of 
the gate of AND type: it requires the common occurrence of both input events to 
cause the output event. G3 is of the OR type: the occurrence of any of the input 
events suffices to cause the output: the gas valve is open (E3) if OPEN-VALVE 
command was issued (E4) OR the valve fails (E5). 

E1: gas release

TOP-EVENT:
dangerous gas concentration

E2: lack of flame

E3: valve open

E8: draught E9: no ignition

E10: no IGNITION
command

E11: ignition
device fault

E12: control system
fault

E13: no BURNER-
ON command

E4: OPEN-VALVE
command

E5: valve fault

E7: BURNER-ON
command

E6: control
system fault

G1

G2

G7

G6

G5

G4

G3

 
 

Fig. 2. A Fault Tree of the gas burner. 
 
The Fault Tree is presented in a graphical form and the semantics of events are 
defined in a natural language.  This leads to difficulties in defining time relations 
between events in the tree, e.g. it is not distinguished that the common occurrence of 
gas release and lack of flame can be a perfectly normal situation or a dangerous one 
depending on the timing of the involved events. 

5. Fault Tree Formalisation 
We use the  CSDM (Common Safety Description Model) model to define the Fault 
Tree in a precise way. For the full definition of CSDM one should refer to 
[Górski94]. The systematic process of  converting a conventional Fault Tree into the 
formally defined one is described in [GW95]. 
 
The basic semantic notion of CSDM is event. An event is a distinguished state of a 
system which can last for some time (an event has a non-zero duration). An event 
can have many occurrences (the same state can be repeated many times). To 
distinguish among them we use the notion of action. Action is an instance of the 
event. We define the  φ function which gives all possible actions of an event. Action 



e is an instance of event E iff e ∈ φ(E). The starting and ending points of an action 
are called transitions. 
 
To model system behaviours we introduce Time function. It maps  transitions into 
real numbers denoting moments of time when those transitions occur. Each Time 
function represents one scenario of system behaviour. To check if action e occurs 
within  scenario  Time,  the occurTime(e) predicate can be used. For each action e, 
start(e) and end(e) represent the moments in Time associated with the starting and 
ending transitions of e.  We can calculate duration of action e: 

duration(e) = end(e) - start(e) 

Two actions a and b can overlap in Time: 

overlapTime( a, b ) ⇔ ∃ t : Cod(Time) ⋅ start(a) < t < end(a) ∧ start(b) < t < end(b) 

During the fault tree formalisation process we refer to the system structure. Each 
event is defined in terms of the state of the system components. The notation used is 
similar to VDM [Jones90]. The components of the gas burner are listed in the table 
below: 
 

Component Possible states Comment 
BURNER IDLE the state of the burning 
 FIRE chamber 
VALVE OPEN the gas valve position 
 CLOSED  
GAS PRESENT the presence of gas 
 ABSENT in the burning chamber 
IGNITION DEVICE SPARK state of the ignition device 
 IDLE  
IGNITE SIGNAL ON ignition signal from 
 OFF the control system 
VALVE SIGNAL ON valve control signal 
 OFF (valve is to be open when 

the signal is ON) 
SYSTEM CONTROL ON signal from the system 
SIGNAL OFF operator controlling the 

heating process 
 
The following constants are used in the gas burner specification: 

tG - time necessary for reaching dangerous gas concentration (in the absence of 
a spark) 

tZ - time needed to open the valve (due to inertia of the mechanical parts) 
 

The formal model of the gas burner system is as follows: 

values  tG, tZ 



system GAS-BURNER of 
 BURNER    : { IDLE, FIRE } 
 VALVE    : { OPEN, CLOSE } 
 GAS     : { PRESENT, ABSENT } 
 IGNITION_DEVICE  : { SPARK, IDLE } 
 IGNITE_SIGNAL  : { ON, OFF } 
 VALVE_SIGNAL  : { ON, OFF } 
 CONTROL_SIGNAL  : { ON, OFF } 

The events of the Fault Tree are specified in terms of the above model. As an 
example let us consider the following definition of the TOP-EVENT: 

TOP-EVENT( Time, t ) ≡ ∃ a ∈ φ(PTE) ⋅ duration(a) > tG ∧ start(a) < t < end(a) 

where PTE is defined as follows: 

PTE( Time, t ) ≡ ( (GAS = PRESENT) ∧  (BURNER = IDLE) )/( Time, t 
) 

The above definition introduces an auxiliary event  PTE which  occurs at any time 
moment when GAS is PRESENT (there is a gas release) and BURNER is IDLE 
(there is no flame - the gas is not burning). TOP-EVENT is then defined as 
coinciding with those occurrences of PTE which have their duration longer then tG 
(tG denotes the time necessary for reaching the dangerous gas concentration). 
Informally, the definition reads as follows: for any behaviour Time, TOP-EVENT 
holds at a time moment t iff there exists an action a of the event PTE such that 
duration of a is greater than tG and a holds at t. 
 
Fault tree gates define causal and time relations between events. The graphical 
representation is informal and leaves room for many ambiguities. For example let us 
observe that the events E1: gas release and E2: lack of flame have to be related in 
time to cause a hazard. Short period of gas release in the presence of the lack of 
flame is perfectly normal and always occurs, before the ignition takes place. The 
formal approach proposed in [Górski94]  allows  to specify causal and time relations 
in a precise and unambiguous way. For instance, the  meaning of  gate G1 of Fig.2. 
is given as follows: 

 M( G1( E1, E2, TOP-EVENT ) ) ≡ 
        ∀ te ∈ φ(TOP-EVENT) ⋅ occur(te) ⇒ 
  ∃ e1 ∈ φ(E1), e2 ∈ φ(E2) ⋅ 
   occur(e1) ∧ occur(e2) ∧ 
   overlap( e1, e2 ) ∧ 
   duration(e1, e2) > tG 

The definition  says that in order to cause TOP-EVENT both  E1 and E2 have to 
occur and overlap for a time period not shorter than tG. 
 
The result of the above process is a formal definition of the whole Fault Tree 
describing in a precise and unambiguous way the participating events and their 
relationships. 



6. Minimal Cut Set Analysis 
One of the analyses widely applied to Fault Trees in an industrial practice is the 
minimal cut set analysis. A minimal cut set is the smallest possible set of events 
which, if occur together, can cause a hazard. The hazard will not happen if at least 
one of the events of the minimal cut set does not occur. The method consists of a 
simple step of identification of the sufficient causes of the output event of a single 
gate. This step is applied repeatedly for each gate down in the Fault Tree, starting 
from the top gate. To illustrate this let us refer to our gas burner example. The top 
gate in the gas burner Fault Tree is of AND type, and therefore the top minimal cut 
set is: 

 { E1, E2 }. 

The next gate (G2) asserts that to cause E1 we need  E3, and the cut set becomes: 

 { E3, E2 }. 

G3 is of  OR type (E3 is caused by E4 OR E5), and therefore our cut set splits into 
two: 

 { E4, E2 } and { E5, E2 } 

The process is repeated for all other gates down to the leaves of the tree. The 
resulting minimal cut sets for the tree of Fig.2. are given below: 

{E5, E8}, {E5, E11}, {E5, E12 }, {E5, E13} 
{E6, E8}, {E6, E11}, {E6, E12 }, {E6, E13} 
{E7, E8}, {E7, E11}, {E7, E12 }, {E7, E13}. 

From the above we know that if e.g. E7 and E12 occur together, they can be the 
cause of the hazard. However this kind of analysis leaves the interpretation of 
‘together’ unspecified. In particular we do not know if the participating events  have 
to occur at the same time or in some specified order, and what their durations should 
be. To deduce that we extend the method of minimal cut sets with additional time 
analysis. We assume that the common occurrence of the events E1 and E2 of a 
minimal cut set of two events can  be formally characterised as follows: 

 ∃ e1 ∈ φ(E1), e2 ∈ φ(E2) ⋅ 
  occur(e1) ∧ occur(e2) ∧ 
  enabling-condition(e1, e2) 

To illustrate the assumption let us consider the gate G1. It provides us with a 
minimal cut set {E1, E2} and  the enabling condition which can be derived directly 
from the (formal)  definition of the gate is as follows: 

enabling-condition(e1,e2) = 
 occur(e1) ∧ occur(e2) ∧ overlap(e1, e2 ) ∧  duration(e1, e2) > tG (*) 

From the above condition it results that in order to cause the hazard,  E1 and E2 
should occur together,  and they should overlap for at least the time period of the 



length tG. By replacing the events E1 and E2 by their causes we can go down the 
tree in order to identify the condition associated with each subsequent cut set, and 
finally we end with the cut set composed of the leaves of the tree. For example, for 
the cut set {E7, E12} the associated enabling condition is as follows: 

occur(e7) ∧ occur(e12) ∧ overlap(e7, e12) ∧ duration(e7, e12) > tG + tZ 

The above condition has to be fulfilled if E7 and E12 are to contribute to the system 
hazard. Referring to the formal definition of the participating events we can express 
the above condition in the following way: 

∃ ov ∈ φ(OPEN-VALVE-SIGNAL-EV), 
      ni ∈ φ(NO-IGNITE-SIGNAL-EV), 
      cs ∈ φ(CONTROL-SIGNAL-EV) ⋅ 

 start(ni) < start(cs) ∧start(cs) ≤ start(ov) ∧ 
 min( end(ov), end(ni), end(cs) ) - max( start(ov), start(ni), start(cs) ) ≥ tG + tZ 

where 

OPEN-VALVE-SIGNAL-EV( Time, t ) ≡( VALVE_SIGNAL = ON )/( Time, t ), 
NO-IGNITE-SIGNAL-EV( Time, t ) ≡( IGNITE_SIGNAL = OFF )/( Time, t ), 
CONTROL-SIGNAL-EV( Time, t ) ≡( CONTROL_SIGNAL = ON )/( Time, t ). 
 
The above events are software controlled in the sense that they are under control of  
a computer based controller of the gas burner. The condition states that the hazard 
occurs if  the ignition is off before the CONTROL-SIGNAL-EV event is issued and 
the CONTROL-SIGNAL-EV event starts before or coincides with the OPEN-
VALVE-SIGNAL-EV event, and all three events overlap for the time period longer 
than tG + tZ. In order to prevent the hazard occurrence it is enough to negate the 
enabling condition associated with the cut set. As the contributing events are 
software controlled, it is enough to include the negation of the condition to the set of 
software requirements and to make sure that this requirement is always fulfilled by 
the software. 
 
6.1. Algorithm for calculation of an enabling condition of two 

events 
The enabling condition of a minimal cut set can be derived from the fault tree using 
formal reasoning. We have developed an algorithm and a tool to perform this 
analysis.  The algorithm works as follows. First, for each gate, we convert the 
corresponding formal  formula  in such a way that it is represented  as a conjunction 
of simple relations referring to the start() and end() functions. For example, the 
formula (*) can be converted as follows: 

start(e1) + tG < end(e1) ∧ start(e1) + tG < end(e2) ∧ 
start(e2) + tG < end(e1) ∧ start(e2) + tG < end(e2) 



For simplicity, let us assume that each gate of the tree has at most two input events. 
The algorithm works in the following steps: 

i. If events E’ and E’’ are linked to a common gate then  enabling-condition(e’,e’’)  
is derived directly from the formal definition of the gate. This condition defines 
the weakest relationship in time between e’ and e’’, admitted by the definition of 
the gate. 

ii. If E’,E’’ are linked to different gates and there is an event E’’’ such that 
enabling-condition(e’,e’’’) and enabling-condition(e’’,e’’’) are known, then 
enabling-condition(e’,e’’) must fulfil the following: 

∀ e’ ∈ φ(E’), e’’ ∈ φ(E’’) ⋅ 
( ∃ e’’’ ∈ φ(E’’’) ⋅ 
enabling-condition( e’, e’’ ) ⇔ 
  enabling-condition( e’, e’’’ ) ∧ 
   enabling-condition( e’’, e’’’ )  

iii. If E’ and E’’ are two arbitrary events of a fault tree then enabling-
condition(e’,e’’) is identified by the following substeps: 

− identify a minimal chain of events through the fault tree which connects 
E’ and E’’ in such a way that each two adjacent events in the chain 
belong to a common gate (for example, if in Fig.2.  E’=E7 and E’’=E12 
then the chain  would be E7,E4,E3,E1,E2,E9,E10,E12), 

− identify the enabling condition for each pair of adjacent events in the 
chain (apply step (i)), 

− identify the  enabling condition for E’ and E’’ by repeated application 
of  step (ii). 

The above algorithm can be used to identify the enabling condition for any two 
events of a given minimal cut set. The crucial step in the algorithm is  (ii) where we 
derive the enabling condition of two arbitrary events E’,  E’’ from the enabling 
conditions of events E’, E’’’ and E’’, E’’’. In order to do this we represent the 
known enabling conditions  as  directed weighted graph (in Fig.3. we can see such a 
graph for the enabling condition (*)). 
 

e1s

e2s e2e

e1e

tG tG

tG

tG  

Fig 3. Graph representing the enabling condition (*). 
 
The graph represents time dependencies between the start and end  transitions of the 
participating events. The two graphs, corresponding to the enabling conditions of 



E’,E’’’ and E’’,E’’’,  are then converted into one (through the matching nodes) and 
we calculate the weights for all edges which are not represented explicitly. Then the 
minimal paths connecting the transitions of the events E’ and E’’ are identified. The 
time weights on those paths determine the enabling condition for E’ and E’’. 

8. Petri Nets Analysis 
In [GMW95] it has been shown how a formal definition of a Fault Tree can be used 
as the specification of an executable model of the tree, expressed in terms of Time 
Petri Nets (TPN). The net is then analysed with respect to reachability of the state 
which corresponds to the hazardous event. The analysis provides a precise answer if 
the hazard can actually occur. The approach assumes that each (formally specified) 
gate of the tree is systematically converted into its TPN equivalent. Then, through 
the reachability analysis of the state classes of the resulting net we can verify if, 
starting from the initial marking of the net, a state which includes in its marking the 
place representing the hazard is reachable.  
 
In order to apply TPN analysis to Fault Trees we have to convert a given tree into its 
TPN representation.  The CSDM based definition of a fault tree gate can serve as 
the specification of the TPN construct which simulates the gate behaviour. We have 
developed  the CSDM to TPN dictionary which, for each type of gate, gives its  
CSDM specification and the corresponding TPN structure. An example entry of   
the dictionary is given below.  
 
Generalisation OR: 
 

<0,0>

e3

<0,0>

e1e

e2s
e1s

e2e

e1 e2

<0,0>

 

Fig. 4. Petri Net for generalisation OR gate 



 
where static time intervals associated with the transitions of the net are specified as 
follows: 

 SI(e1s) = <0,0>, 
 SI(e1e) = <txmin, txmax>, 

 SI(e2s) = <0,0>, 
 SI(e2e) = <tymin, tymax>, 

 SI(e3s) = <0,0>,  
 SI(e3e) = <0,0>.  
The CSDM-to-TPN dictionary can be used for systematic conversion of a (formally 
specified) Fault Tree into its TPN counterpart. Then, through the reachability 
analysis of the state classes we can verify if, starting from the initial marking of the 
net, a state class which includes in its marking the place representing the hazard is 
reachable. 
 
The minimal cut sets analysis extended with time provides for identification of 
enabling conditions associated with each minimal cut set in isolation. In case when 
such a condition is maintained False the hazard occurrence resulting from the 
occurrences of the events belonging to the cut set is excluded. However, we should 
additionally verify  if  the hazard is still unreachable as the result of the interference 
of the events from different cut sets (even if each of the corresponding enabling 
conditions is maintained False). To illustrate the problem let us consider a part of 
the gas burner  Fault Tree, as shown in Fig.5.   
 

E1: gas release

TOP-EVENT:
dangerous gas concentration

E2: lack of flame

E3: valve open

E4: OPEN-VALVE
command

E5: valve fault

G1

G2

G3

 
Fig.5. A partial Fault Tree of the gas burner. 



Let us consider the following scenario of events. An OPEN-VALVE command is 
issued by software (E4 begins). Before the time tG elapses, the software issues the 
closing command (E4 terminates). However, the valve fails while being closed (E5 
starts) at the same moment. In this case, the valve remains open despite the end of 
event E4, as is illustrated in Fig.6. 

E3

E5

E4

 
Fig. 6. Time diagram for dangerous scenario 

Even if the duration of E5 is shorter then tG, the whole duration of E3 can be longer 
that tG because of the concatenation of the events E4 and E5. This problem can not 
be dealt with by the minimal cut set analysis as the two events (E4 and E5) will not 
belong to a common cut set (they are the input to an OR gate).   
 
The above problem can be easily analysed with the help of TPNs.  The net 
corresponding to gates G1 and G2 of Fig.5. is shown in Fig.7.  

 

<0,∞>

<0,0>

TOP-EVENT

<tG,tG>
<0,∞>

E2

G1

<0,0>

E1 = E3

<0,0>

G3

<0,∞>

<0,∞>
<0,∞>

<∞,∞>

<0,∞>

E4 E5

<0,0>

 
 



Fig. 7. Time Petri net model of gates G1, G3. 

 
Such a model is then augmented with the negated enabling conditions 
corresponding to the minimal cut-sets of the tree. For instance, the negated enabling 
condition of the minimal cut-set {E2,E5}  is shown in Fig.8. The negated enabling 
condition for the minimal cut set {E2,E4} can be added in a similar way. 
 
The reachability analysis of the resulting net reveals that hazard is still possible, 
although the enabling conditions of the minimal cut sets are maintained False.  
 

<0,∞>

<0,0>

TOP-EVENT

<tG,tG>
<0,∞>

E2
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G3

<0,∞>

<0,∞>
<0,∞>

<∞,∞>

<0,∞>

E4 E5

<0,0>

<tB,tB>

( tB < tG )

 
 

Fig. 8. Time Petri Net extended with the negated enabling condition of {E2,E5}. 
 
The reachability analysis of the resulting net reveals that hazard is still possible, 
although the enabling conditions of the minimal cut sets are maintained False.  
 

Conclusions 
In the paper we have presented a new approach which aims at analysis of timing 
properties of Fault Trees. The approach takes the conventional Fault Tree as an 



input and then, through the subsequent steps of formalisation provides for precise 
interpretation and analysis of the meaning of the tree. In our opinion this is an 
advantage of our approach which builds on the top of the results of a widely used 
safety analysis method and adds to it an additional analytical power.  
 
Not all applications will require the analysis of the type presented in this paper. 
However, there are some systems where hazard clearly depends on the time 
relationships between the involved events. A small case study presented in this 
paper illustrates such a situation. 
 
In practical terms, we consider that our method can be embedded into a set of tools 
which would support its application by a safety engineer. He would take 
a conventional Fault Tree as an input and then extend it with a formal definition and 
perform the timing analysis by invoking the corresponding algorithms. We have 
already developed prototype tools for some of those algorithms.  
 
The method is still under further examination. Presently, we are experimenting with 
it  with respect to some case studies derived from the nuclear industry [WÈ96]. 
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